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ARTICLE DETAILS ABSTRACT

Article History: In this paper, the author introduces each step-in detail according to the network protocol, hardware equipment, 
transmission lines and LAN application platform. Based on years of experience in managing and maintaining 
enterprise LAN, the author elaborates on the possible loopholes in each link from the main elements of LAN.
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1. OVERVIEW

With the rapid development of modern information technology, 
informatization and network have been recognized by the vast majority 
of enterprises in improving production efficiency and management. 
Most enterprises have established their own local area networks to 
carry out various business applications. But what follows is that security 
problems are like balls floating in the water due to the endless variety 
of security incidents generated by the network. Once one is solved, a 
new one emerges. How can we fundamentally prevent or reduce the 
occurrence of incidents? Based on years of experience in managing and 
maintaining enterprise LANs, the author elaborates on the possible 
vulnerabilities of each link from the main elements of LANs, including 
network protocols, hardware devices, line transmission, and application 
platforms.

2. TCP/IP PROTOCOL ANALYSIS

The TCP/IP protocol is widely used as a de facto industry standard. TCP/
IP simplifies the complexity of network construction and application 
and realizes network integration of various protocols and applications 
in IP [1]. However, with the emergence of various security incidents, the 
security risks caused by the weaknesses of the TCP/IP protocol have to 
attract our attention. At the beginning of the TCP/IP protocol, security 
factors were not fully considered, so the protocol group itself has some 
inherent security problems. In the process of building a local area 
network in many enterprises now, the security of the TCP/IP protocol 
will bring serious consequences to the network since a large number of 
applications use TCP as the data transport layer protocol.

A typical attack behavior is a “denial of service attack” by exploiting 
the weaknesses of the TCP/IP protocol, such as an “SYN FLOOD” attack, 
using the three-way handshake behavior that must be passed through 
to establish a reliable connection in the TCP protocol, the attacker only 

needs to attack the target [2]. Sending a data packet with “SYN” causes 
the attack target to blindly wait for the source address that initiated 
the connection request to send confirmation information again, which 
causes the system to wait for a long time until the system’s resources 
are exhausted, and other legitimate connections cannot be processed 
normally. ask. Another common attack is IP spoofing, which consists of 
several steps:

(1) Select the target host;

(2) Discover the trust mode of the target host and find a host trusted by 
the target host;

(3) Make the trusted host incapacitated, and at the same time sample 
the TCP serial number sent by the target host, and guess its data serial 
number;

(4) Disguise as a trusted host, and establish an application connection 
with the target host based on address verification;

(5) If successful, hackers can use a simple command to place a system 
backdoor for unauthorized operations.

In the local area network, the following damages may also be caused due to 
the weakness of the TCP/IP protocol:

(1) The attacker conducts a denial-of-service attack on the Web host, 
which makes the online external service unable to work normally;

(2) Attackers use address spoofing to gain more access rights, which 
may penetrate into the system and cause greater losses;

(3) Internally dissatisfied employees use office machines to spread 
worms, increasing the load on core switches and causing overall 
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network failures.

3. HARDWARE EQUIPMENT RISK ANALYSIS

3.1 Risk Analysis of Network Equipment

Network devices such as routers and switches in the network have the 
following security risks [3]. The following is an example of a commonly 
used router:

(1) By default, the router only uses a simple password to authenticate 
the user’s identity, and the password is transmitted in clear text when 
logging in via the remote TELNET. Once the password is leaked, the 
router will lose all protection capabilities;

(2) The weakness of router password is that there is no counter function, 
everyone can try the login password an unlimited number of times, 
and it is easy to crack the login password with the help of tools such as 
password dictionary;

(3) Each administrator may use the same password. Therefore, although 
the access log can record the administrator’s login and modification 
operations to the router in detail, it cannot distinguish which 
administrator performed the operation;

(4) There are certain security loopholes in the dynamic routing protocol 
implemented by routers, which may be used by malicious attackers to 
destroy the routing settings of the network, so as to destroy the network 
or prepare for attacks;

(5) Denial of service attacks or distributed denial of service attacks 
against routers: such as ICMP redirection attacks, source routing attacks, 
etc.;

(6) Publishing fake routes and routing deception lead to routing 
confusion in the entire network.

3.2 Network Server Risk Analysis

From the point of view of the enterprise information system, all kinds of 
data run by the enterprise are stored on the server. Therefore, various 
servers running in the network constitute the most important assets of 
the enterprise. How to ensure that the server can run stably, reliably, 
and safely? The integrity and reliability of the data stored in the server 
is the premise to ensure the normal development of enterprise business 
systems. In general, the main security risks faced by the server are as 
follows:

(1) Maintain the confidentiality of the information stored on the server. 
This requires the following guarantees:

1) Only authorized users can access services and information;

2) Authorized users can only access authorized services;

3) The disclosure of information should be consistent with a pre-
established strategy.

(2) Maintain the integrity of the information stored on the server, 
and identify and respond to the destruction of the integrity of the 
information;

(3) To maintain the availability of services and information. This 
requires the following guarantees:

1) Uninterrupted access to information and services even if hardware or 
software fails or when routine maintenance of the system is performed;

2) Security incidents can be identified and responded promptly.

(4) Authenticate both the server and the access users to the server.

4. LINE TRANSMISSION RISK ANALYSIS

The following risks are mainly faced in the transmission of lines in the 
local area network:

(1) Eavesdropping and deciphering of transmission information: 
malicious or malicious attackers can obtain the content of transmitted 
information through wire interception, etc., resulting in information 
leakage; or communication information is illegally intercepted through 
routing or switching equipment in an open environment;

(2) Tampering and deleting transmission information: After the 
attacker obtains the content of the message, he can modify the content 
of the message, causing the receiver to misunderstand it. Even if the 
transmitted information is not deciphered, the information can be 
destroyed by deleting the content of the information, for example, 
removing the second half of a message, resulting in the absence of 
important content such as time and location, resulting in a serious 
distortion of the information;

(3) Replay attack: Even if the attacker cannot decipher the content of 
the message, and cannot tamper or delete the message, he can still carry 
out a replay attack by resending the received data packets. For some 
business systems, especially database systems, this replay attack will 
cause data distortion and data errors;

(4) Disguised as a legitimate user: User IDs are forged to achieve 
malicious purposes, such as access to communication channels through 
email, real-time messages, or request file transfers. For example, a 
hacker pretends to be a legitimate user and participates in the normal 
communication process, resulting in data leakage.

5. APPLICATION PLATFORM RISK ANALYSIS

5.1 Risk Analysis of Operating System Platform

The security risk of the operating system platform mainly comes from the 
attack on the operating system vulnerability. A security breach is a hardware 
or software feature that arbitrarily allows unauthorized users to gain access 
or increase their level of access without authorization [4]. A security breach 
is a form of vulnerability. Common operating system platforms such as UN 
IX and Windows NT/2000 Server all have security holes.

(1) UNIX operating system security vulnerabilities

UN IX servers have the following security vulnerabilities: FIN GER (system 
information leakage), various RPCs (there are a large number of remote 
buffer overflows and system information leakage), SENDMA IL (many 
security holes, spam forwarding, etc.), NAMED (remote buffer overflow, 
etc.) buffer overflows, denial of service attacks, etc.), SNMP (leaking system 
information), network parameters in the operating system kernel have 
security risks (IP forwarding, stack parameters, etc.), various buffer overflow 
vulnerabilities, etc [5]. 

(2) Microsoft operating system security vulnerabilities

Window systems such as NT/2000/2003/XP operating systems are gradually 
becoming the mainstream network operating system due to the simple and 
clear graphical operation interface and the gradually improved system 
stability. The security level of Windows NT/2000/2003/XP system depends 
on the administrator’s security training and experience in the installation 
process, patch installation process, and application service configuration 
process. The default-installed Windows NT/2000/2003/XP operating 
system has serious security problems. In general, the following security 
vulnerabilities usually exist: not installing the latest service pack, not 
closing unnecessary system services, various security vulnerabilities caused 
by default installed service programs, system registry property security 
vulnerabilities, file system Attribute security vulnerabilities, default account 
security vulnerabilities, file sharing security vulnerabilities, etc [6]. 

5.2 Risk Analysis of Database System Platform

The database system can generally be understood as two parts: one part 
is the database, which accesses data in a certain way; the other part is 
the database management system, which provides data access for users 
and applications, and has various functions such as management and 
maintenance of the database. With the wide application of computers 
in various fields of society, the database management system in the 
information system is responsible for the mission of centrally processing 
a large amount of information, but the database usually does not receive 
as much attention as the operating system and network in terms of 
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security. Data integrity and legal access are subject to various security 
threats, including the theft, tampering, and destruction of information 
in the database, infiltration, and attack of database systems such as 
computer viruses and Trojan horses, system backdoors, and their own 
security flaws. The security risks it faces mainly include [7]:

(1) Incidental, unintentional violation/or damage. Natural or accidental 
accident. For example, hardware damage caused by earthquakes, floods, 
and fires, which in turn leads to damage and loss of data;

(2) Data loss due to hardware or software failure/error. The failure/
error of hardware or software may lead to the failure of the internal 
security mechanism of the system, and may also lead to illegal access to 
data or the system to refuse to provide data services;

(3) Human error. Operators or direct users of the system input incorrect 
information or make mistakes in the application system;

(4) Deliberate aggression or hostile attack. Authorized users may abuse 
their rights to knowingly steal or destroy information;

(5) Viruses. Viruses can self-replicate, permanently or irreversibly 
destroy the site of self-replication, arrive at the site of damage to 
information systems, obtain information, or even paralyze the system;

(6) TROJAN. Some hidden information about the environment collected 
inside the public program may be installed (inadvertently) by an 
authorized user, using the user’s legal authority to steal data;

(7) Hidden channel. It is a piece of code hidden inside a legitimate 
program, which is activated under specific conditions, thereby allowing 
the attack at this time to bypass the security detection mechanism set by 
the system and enter the system to achieve the purpose of stealing data;

(8) Abnormal diffusion of information - leakage;

(9) Abnormal modification of information, including illegal modification 
and deletion that destroy data consistency;

(10) Read and write data directly by bypassing the DBMS.

5.3 Risk Analysis of Middleware System Platform

The security risks of middleware include illegally intercepting, 
reading, or modifying data, pretending to be others for deception, and 
unauthorized users accessing network resources.

5.3.1 WebLogic and Websphere Platform Risk Analysis

Weblogic is a middleware product of BEA System, which provides a series 
of plug-ins that can be integrated with third-party Web servers, which 
allow third-party Web servers to forward requests to Weblogic servers 
in the form of a proxy. These plugins support Netscape Enterprise Server, 
IIS and Apache as dynamically loadable libraries. These Web servers can 
be configured to redirect requests for servlets and JSP files to Weblogic 
servers running on the same host or another host. However, the buffer 
overflow vulnerability in these plug-ins allows remote attackers to 
execute arbitrary code on the system running their web proxy server, 
the direct consequence of which is to remotely execute arbitrary code as 
the user running the proxy server [8].

5.3.2 WEB Website System Platform Risk Analysis

As the most widely used application software platform, the Web site is 
also the system with the most exposed problems and the greatest impact. 
In general, the Web site mainly has the following risks: (1) Doing denial 
of service attacks and port scanning against the website; (2) Tampering 
with the website homepage; (3) Accessing the website by unauthorized 
users and posing as legitimate users; (4) The detailed information of the 
web server host is leaked; (5) The private and confidential information 
of the web server is stolen; (6) The web site is destroyed by exploiting 
loopholes; (7) The information transmitted on the Internet is illegally 
intercepted, and the business Relevant or promotional information has 
been illegally tampered with.

6. CONCLUSION

Network security is a process of dynamic development and constant 
change. As the saying goes, “Know your enemy and know yourself” and 
“Magic goes high ridge road”. As long as you fully understand yourself 
and know where there may be problems, you can be aware of all kinds of 
security incidents and deal with them calmly.

REFERENCES

[1] Bartoň, M., Budjač, R., Tanuška, P., Schreiber, P., Horák, T. 2021. 
Industry Communication Based on TCP/IP Protocol. Research Papers 
Faculty of Materials Science and Technology Slovak University of 
Technology, 29(49), 59-66.

[2] Kumar, P., Tripathi, M., Nehra, A., Conti, M., Lal, C. 2018. SAFETY: 
Early Detection and Mitigation of TCP SYN Flood Utilizing Entropy in 
SDN. IEEE Transactions on Network and Service Management, 15(4), 
1545-1559.

[3] Marhavilas, P. K., Koulouriotis, D., Gemeni, V. 2011. Risk Analysis and 
Assessment Methodologies in the Work Sites: On a Review, Classification 
and Comparative Study of the Scientific Literature of the Period 2000-
2009. Journal of Loss Prevention in the Process Industries, 24(5), 477-
523.

[4] Jun, Y., Chenyu, J., Zhihui, X., Mengkun, L., Ming, Y. 2021. Markov/
CCMT: Towards an Integrated Platform for Dynamic Reliability and Risk 
Analysis. Process Safety and Environmental Protection, 155, 498-517.

[5] Pradhan, P. L. 2019. A Literature Survey on Risk Assessment for Unix 
Operating System: Risk Assessment on UNIX OS. International Journal of 
Advanced Pervasive and Ubiquitous Computing (IJAPUC), 11(3), 13-32.

[6] Godefroid, P. 2020. Fuzzing: Hack, Art, andScience. Communications 
of the ACM, 63(2), 70-76.

[7] Akinde, O. K., Ilori, A. O., Afolayan, A. O., Adewuyi, O. B. 2021. Review 
of Computer Malware: Detection and Preventive Strategies. Int. J. 
Comput. Sci. Inf. Secur. (IJCSIS), 19, 49-53.

[8] Yang, Y., Zu, Q., Liu, P., Ouyang, D., Li, X. 2018. MicroShare: Privacy-
preserved Medical Resource Sharing Through Microservice Architecture. 
International Journal of Biological Sciences, 14(8), 907.


